Huwa/om & 54

109 £ 4 ¢ kv &
FLEVFRTTHEFETHL L 2
A= BI3F 2

T {A4RSE ¢ 202008C34032007029
V1.0 B

2020 = 08 * 14 p

LN IO N

A GG ET LG RP G o 2GR R ERIMAIS P FHBETF A

1



Hwa/em % &

B0ORT A B L)L
Miesh 35 hiF s 04109 # |
> 4] i3 3Tiekr
N P 2P FH e Bime |
1.0 |2020.08.14 Tt Flle % \%

NPT
A 2BREET




Hlua/m—fé B3k 4
P RT B L] BFIRE
Mge=k3 gbdF s 382 109 & |

ST LSRR 5
T L= £ TSR 5
Ty B B e e 5

TN IR TEE et eeeeesseeessseesesssseseess s sssenessa e 6
R - 2= SRR 6

I 201 s 6
(= ) BT T s 6
(Z) B BERIRR AT 6
(Z2) ADNBEBPRPERZE B IR i 6
ESR FT 8 O OF O Y AT 0 YR 6

PR N | 09 [am WAN NN N S 8
SRt E 4 e I 8
S ~Critical 33 B A T e 10

(=) Insecure Transport: Weak SSL Cipher ........cccccceeeeeeennn. 10

= sl 5 e ......... L A LLLE ... T HCGL.......... 10

(- ) Insecure Transport: Weak SSL Protocol (11395 ~ 11378)

10

P O 411 oz | BT e 11

(- ) Insecure Transport: Weak SSL Cipher........cccceeevvvevnnnn.... 11

ST T L == YN 12
(=) WINdowWs lIS.......coooieeeee e 12

)4_
«-
Tb
=
Rt
=3
&2
i
=
P
—b
pri
v
=
_r
~=4
W
=
3
T
e
N

FHDWANA PGB H = A



Hwa/em % &

30 RKT B L] B HIRG
Mge=k3 gbdF s 382 109 & |

Z 1
% 2

il 1
Bl 2
® 3
Bl 4
®l S5

URL JIP LISt ...t 5
33 B B T 3E 8

7 & & 1 Protocols ~ Ciphers B~ 9 318 ... 12
Be xﬁg o= &l CIBhcBSQIesE..... /... oo ... B 000 L. ... 13

A RGRBETHERF G AT > LR A ERIIMSMA P FHBE TS = 4



Hma/m—fé B3k 4
9 RKT A E AR
e sks BEAF L AR 2 109 £

ENE
—_ N E‘lﬁ”
PofRPERAERELD FPHFE >R P ERRT AR

BEe T BecE %2 381 0o exk k8 (Web Server) 33 BLxc#F §_p
FhF LE BE At EL R Kf?&:&«< SN E % >33 82 ¢k
F sk T fd B h AP B F A2 2 B T 4228 4o PHP~ASPJSP...
5, &gkﬁﬁi,:%m, B Pz - it * st 2 7 ¢b - SQL Injection -
Cross Site Scripting (XSS) .. % » % %2 % A/LFRic 518 % T A2 A5 K
P enik s B S BT L AR PR R A B Rk
PhEERT BB RTHRE S LA fEL SE L

SHE FHFE Rk (Web Server) thd 21> &2 7 8%
fed FH AR PR Rt kS ERRIRAT R B KPR
MIER BT B ek AR e K B0 R B FIRIEEZE Rl o A
P EWABP AT o A FH T R R kR A 2 AR R
FIH o

# [Fl

PR EEY FPEERERFL IS A RRIEE R
1% URL> 35 2L8c8 &1 & b & (Critical) 384 Z 3> 4cd 1 #57] o

Z1 URL/IP List

B 5 URL/IP 33 8L#cE
1 | https://mickms.ntcu.edu.tw/  ( 5 ) 1 (Critical)
2 | https://mlckms.ntcu.edu.tw/admin (# 5 ) 1 (Critical )
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Scan Name:  Site: https://mlckms.ntcu.edu.tw/

Policy: Standard

Scan Date: 8/6/2020 5:34:27 PM
Scan Version: 19.1.0.302

Scan Type: Site

Vulnerabilities By Threat Class (Top 12)

Directory Indexing 18

Information Leakage 2

Content Spoofing 8 1

Informational

Best Practice

Crawl Sessions: 19
Vulnerabilities: 25
Scan Duration: 21 minutes : 37 seconds
Client: FF

Critical

High

Medium

Low

Vulnerability By Severity
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B % 24 (TLS) o 2 ushky (SSL) i TR g
W4l o E* 28 Web f?FRggiﬁ'ﬁ@jfﬁg}Lﬁjgﬁ,ﬁ_‘ ;53,% B2 g
Moo gt B d S BE MR T (58 TLS/SSL i i ) “rE#
DR R F R (AR RER) bR 4 5 i Web IR
B?J'rz BB R TR EE o

B 3BT RAS TR G R RIEE 2 o AT BN LA
(- ) Insecure Transport: Weak SSL Protocol (11395 ~11378) &

i 2 (TLS) @i afr® 2 sy (SSL) s
TV RS o R 2 2o Web PIR B2 B @ T
FEfh s s mik 2 2 B o TLS/SSL i s ts &2 S5 5 K337 0 jiam
AL RIPRA QAT FRNATR T A fRARERS Y RO 2
538k o

TR A Z >l mf%gﬁﬂ\g = 12 ﬁ?] R R o e @ (8
FiedgpTE 2t HEAB PR TR -

iéfﬁﬁf%i—imkﬂﬁb}‘}ﬂﬁﬂ'\QEﬁ-—ﬁ Gl A I L ML P F\?*g_‘rﬁw\a;_:_k
10



z ~ Critical 33 g4 1=

(- ) Insecure Transport: Weak SSL Cipher

Server: https://mickms.ntcu.edu.tw:443

Insecure Transport: Weak SSL Cipher ( 11285 ) View Description
CWE: 319,326,327

Kingdom: Security Features
Page: https://mlckms.ntcu.edu.tw:443js/controllers/common.js
Request:

GET /js/contreollers/common.js HTTP/1.1

Referer: https://mlckms.ntcu.edu.tw/

Host: mlckms.ntcu.edu.tw

Accept: */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

X-AscRawUrl: /js/controllers/common.js

Pragma: no-cache

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; rv:30.0) Gecko/20100101
Firefox/30.0

Connection: Keep-Alive

X-WIPP: AscVersion=19.1.0.302

X-Scan-Memo: ScriptEngine="Gecko"; Category="Crawl";
SID="E96558A3A9A8F3AFBB2CCA45A2E4A3FAA";
PSID="9EFS54E172FA964E00242670D3B32117F"; SessionType="Crawl":
CrawlType="ScriptInclude™; AttackType="None"; OriginatingEngineID="00000000-
0000-0000-0000-000000000000"; ThreadId="54"; ThreadType="JScriptEvent™;
X-RequestManager-Memo: ; sc="1"; ID="cfeeSc6d-9b27-4a34-
alf0-bcf%a660053d";

X-Request-Memo: ID="1364235a-6£98-4160-a474-cf9ccel0faf09"; sc="1"; tid="54";
Cockie: customCookie=WebInspectl53040ZX1555F194D0EC485DA108F9E66FEDESOBY455F

W2 7 g

Server: https://mickms.ntcu.edu.tw:443

Critical Issues

Insecure Transport: Weak SSL Cipher ( 11285 ) View Description
CWE: 319,326,327
Kingdom: Security Features

Page: https://mlckms.ntcu.edu.tw:443/js/models/base_model.js
Request:

GET /js/models/base model.js HTTP/1l.1

BAccept: */*

Refersr: https://mlckms.ntcu.sdu.tw/admin

Lccept-Language: zh-TW

User—-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; Trident/7.0; rv:11.0) like
Gecko

Zccept-Encoding: gzip, deflate

Host: mlckms.ntcu.edu.tw

Connection: Reep-Alive

Pragma: noc-—cache

Cookie: CustomCoockie=WebInspectl53040ZX1555F1%4D0EC485DA108F9EEEFEDESOBY455F
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(- ) Windows IIS

1. ¢ * |ISCrypto £ "f 7 % 2 1 Protocols ~ Ciphers

® 18T ;“ﬂ i https://www.nartac.com/Products/IISCrypto
® -7 & & e Protocols ~ Ciphers B~ij" 7 iE
[ 3 IS Crypto ILli-
. NARTAC
WL s crypto 20 L NARTAC
= Schannel
o the Apply button to save changes.
1 Protocols Ciphers Hashes Key Exchanges

_4 MuMi-Pratocal Unified Hella MNULL 7 MD5 7 Diffie-Hellman
— - []PcT 10 ¥ SHA ¥ PECS

e ] ssLzo WA SHA 256 ¥ ECDH

— [] ssL30 [ SHA 384

[wi TLS 1.0 W SHA 512
W TS 11 =

Template Wi TS 1.2

(s o

Site Scanner [ AES 256/256
u (v Set Client Side Protocals
About
| [Biest Practices Apply
# 4
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B 1IS Crypto

l IS Crypto 2.0

Schannel

d

Cipher Suites

| o
Templates

FY

Site Scanner

Cipher Suites

— O ped

NARTAC
SOFTWARE

Enable, disable or reorder various cipher suites that are negotiated for the TLS handshake. When the checkbox is grey it means no setting has
been specified and the default for the operating system will be used.

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TL5_ECOHE_RSA_WITH_AES_128_CBC_SHA

TL5_ECOHE_ECDSA_WITH_AES_256_CEC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_GCM_SHA3E4
TLS_RSA_WITH_AES_128_GCM_SHA2SE
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA WITH_AES 256 CBC SHA
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA

[ TLS_DHE_RSA_WITH_AES_256_GCM_5HA384
] TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
[] TLS_DHE_RSA_WITH_AES_256_CBC_SHA

] TLS_DHE_RSA_WITH_AES_128_CBC_SHA

[ TLS_DHE_DS5_WITH_AES_256_CEC_SHA256
[ TLS_DHE_DS5_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TL5_ECOHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE RSA WITH_AES 256 CBC SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA334
TLS_ECDHE ECDSA WITH_AES 128 GCM SHAZ56
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA2S6

~| o2
w
o
L
L
Y]

Apply

F 5 #% % % 2 777 Cipher Suites

3. TR

%o 18 T Apply Friiik @

7 EZ IS PR 5%

e

haz]
e
=h
=
P
"=
2
~=t
/.T_"I
"
=y
.

L3 EHRIETAR GBI R =




